19 September 2002

SUBJECT:  Loss of Security Clearances

This information may be useful to servicing CPACs, Staff Judge Advocates, and Security personnel.

In times of heightened security, the granting/denial/revocation of security clearances and the matter of taking personnel actions for denial/loss of such security clearances by employees may again come to the forefront.  In general, it is the agency's right to grant and take away employee security clearances in accordance with its own rules and regulations.  Adverse actions taken for loss of security clearances, when such clearances are a condition of employment, may be appealed to the Merit Systems Protection Board (MSPB). However, the MSPB has limited power of review in such cases.

The MSPB may NOT review whether a particular position requires a security clearance or the merits of the agency's denial/revocation of an employee's clearance.  The MSPB may, however, review the procedural aspects of the adverse action and determine whether the employee received minimum due process.  Agencies will have to prove that the position in question required a security clearance, that the clearance was properly denied or revoked under its own regulations, and that the employees received due process (proper notice of the action and the right to reply).  In addition, if agency regulations require it, the MSPB can review the agency's efforts to place the employee in a position that does not require a security clearance.  

If an employee’s clearance is revoked or suspended, agencies may also choose to suspend employees indefinitely without pay under adverse action procedures while an investigation is underway.  In this situation, employees again are generally entitled to minimum due process (notice of why the action is being taken and an opportunity to reply).  They should also be advised of a subsequent date or event that will serve as the basis to terminate the indefinite suspension (e.g., specific date, completion of investigation, completion of a trial, etc.).  They are not "entitled" to be reassigned to another position pending security clearance investigations unless agency policy or regulations require it.  However, this may be the prudent course of action if such work is available and there is no threat to security or danger to government employees or property.

When taking actions for denial or loss of security clearances, managers and CPAC personnel should consult with appropriate SJA or security personnel.  The following case law may be useful when taking actions for denial or loss of security clearances.
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Sample case law regarding loss of security clearances:

      *    The determination of whether a position should require that its incumbent hold a security clearance is not open to review by       

            the MSPB. Skees v. Department of the Navy, 864 F.2d 1576 (Fed. Cir. 1989; Kriner v. Department of the Navy, 61 M.S.P.R.     

            526 (1994).

· Employees do not have a property or liberty right to a security clearance. Department of the Navy v. Egan, 484 U.S. 518 (1988).

· Employees do not have a right to access to classified material. Department of the Navy v. Egan, 484 U.S. 518 (1988).

· The MSPB is not empowered to review the merits of an agency decision to revoke a security clearance. Department of the Navy v. Egan, 484 U.S. 518 (1988), Hesse v. Department of State, 217 F.3d 1372 (Fed. Cir. 2000). 

· An employee who is subjected to an adverse action within the meaning of 5 USC 7512 because of a decision regarding a security clearance is entitled to procedural protections, even though he is not entitled to review of the merits of the security clearance determinations. Norrup v. Department of the Navy,  (01/11/01). 

· In removing an employee for denial or loss of a security clearance an agency must prove: 1) the position required a security clearance; 2) the employee's clearance was denied or revoked; 3) the employee received minimum due process (notice and opportunity to reply); 4) reassignment to another position was not feasible (only if the agency's regulations provide for reassignment in such cases). Benoist v. Department of Defense, 40 M.S.P.R. 418 (1989).

· The Federal Circuit upheld the removal of an employee who had lost her security clearance as a result of psychiatric illness. Drumheller v. Department of the Navy, 49 F.3d 1566 (Fed. Cir. 1995).

· In cases of an adverse action taken in response to the loss of a security clearance, the MSPB is empowered to determine whether 1) the position occupied by the employee was one that required its incumbent to possess a security clearance; 2) the employee's security clearance was, in fact, revoked; 3) the employee could have been reassigned to a vacant position that did not require a security clearance. Department of the Navy v. Egan, 484 U.S. 518 (1988).

· Absent an agency policy or regulation requiring the reassignment of employees who lose security clearances to other vacant positions, an agency is under no obligation to do so. Griffin v. Defense Mapping Agency, 864 F.2d 1579 (Fed. Cir. 1989), Alexander v. Department of the Navy, 58 M.S.P.R. 147 (1993).

· If an agency policy or regulation requires the reassignment of employees who lose security clearances to other vacant positions, the MSPB is empowered to review the agency's efforts to comply with this requirement. Lyles v. Department of the Army, 864 F.2d 1581 (Fed. Cir. 1989).

· The court reversed a labor arbitrator's decision requiring the agency to reassign an employee who had lost his security clearance. LaChance v. Jowanowitch, 144 F.3d 792, (Fed. Cir. 1998).

· The MSPB is authorized to review a claim that an employee was not actually working within a position requiring a security clearance. West v. Department of the Navy, 63 M.S.P.R. 86 (1994).

· An agency is entitled to suspend an employee without pay for an indefinite period during an investigation following the suspension of the employee's security clearance. Satterfield v. Department of the Navy, 58 M.S.P.R. 152 (1993),

· Employees are entitled to written notice of the specific reasons for the suspension of security access and any attendant indefinite suspension without pay. King v. Alston, 75 F.3d 657, (Fed. Cir. 1996), 

· The MSPB is authorized to determine whether an agency provided the minimal due process required by 5 USC 7513 (b) in placing an employee on indefinite suspension or enforced leave. King v. Alston, 75 F.3d 657, (Fed. Cir. 1996).

· "An essential requirement of a valid indefinite suspension is that [it] have a condition subsequent, such as the completion of a trial or investigation, that will terminate the suspension." Canevari v. Department of the Treasury, 50 M.S.P.R. 311 (1991).

· The MSPB is not authorized to review the merits of a decision to temporarily suspend an employee's security access. Satterfield v. Department of the Navy, 58 M.S.P.R. 152 (1993). 

· Absent an agency policy to the contrary, during a security clearance investigation an agency is not required to temporarily assign an employee to another position rather than imposing an indefinite suspension. Torrance v. Department of the Navy, 50 M.S.P.R. 254 (1991), Pangarova v. Department of the Army, 42 M.S.P.R. 319 (1989).

· The fact that the agency did not explicitly state that an indefinite suspension would run until the completion of a security clearance investigation did not invalidate the suspension. Jones v. Department of the Navy, 978 F.2d 1223, (Fed. Cir. 1992).

· The lack of a definite end-date for a security clearance investigation did not invalidate an indefinite suspension. Jones v. Department of the Navy, 978 F.2d 1223, (Fed. Cir. 1992).

· An agency is not required to provide an employee a firm end-date by which it will complete a security clearance investigation that is undertaken while the employee is suspended without pay. Smallwood v. Department of the Navy, 62 M.S.P.R. 221 (1994), 

· If an indefinite suspension is imposed in connection with a security clearance investigation, the employee is entitled to be informed of the reasons for the action in sufficient detail to permit a reasoned reply. Kriner v. Department of the Navy, 61 M.S.P.R. 526 (1994).

· A 14-month indefinite suspension during an investigation into charges that caused the temporary suspension of an employee's security clearance was upheld by the Federal Circuit. Jones v. Department of the Navy, 978 F.2d 1223 (Fed. Cir. 1992).

· An employee who is returned to duty with a restored security clearance after being on indefinite suspension during the investigation is not entitled to back pay. Jones v. Department of the Navy, 978 F.2d 1223 (Fed. Cir. 1992). 

· The MSPB is not authorized to review the merits of a security clearance determination in response to a claim of discrimination. Pangarova v. Department of the Army, 42 M.S.P.R. 319 (1989).

· The MSPB will not review claims of disparate treatment in the denial or revocation of a security clearance. Woroneski v. Department of the Navy, 39 M.S.P.R. 366 (1988). 

· Probationary employees who are denied security clearances are not entitled to a hearing on the merits of the determination. Von Deneen v. Department of Transportation, 33 M.S.P.R. 420 (1987). 
